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ovember is National Critical Infrastructure
Security and Resilience Month. Critical
infrastructure is the physical and cyber systems
and assets that are so vital that their incapacity
or destruction would have a debilitating impact
on our physical or economic security or public
health or safety.
There are 16 critical infrastructure
sectors including commercial facilities,
manufacturing, financial services, food
and agriculture, healthcare, information
technology, transportation, communications,
energy, emergency services, and more. Every
organization depends on critical infrastructure
and many are a part of, or support, the critical
infrastructure sectors.
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■ threats, hazards, and perils that could
impact life and physical, digital, intellectual,
operational, and reputational assets
■ operational criticalities (production or
service delivery priorities),
■ vulnerabilities of assets and resources
(weaknesses) that would make them more
susceptible to damage or loss, and
■ potential impacts to life, property,
operations, the environment, and the
organization’s reputation and relationships
with stakeholders.
Resilience also includes the development of
strategies to manage risk and capabilities to
promptly respond to and recover from whatever
has happened.

What is resilience?

What does it take to achieve resilience?

You hear the word resilience more and more—
often after a major disaster or utility outage.
Merriam-Webster defines resilience as the
“ability to recover from or adjust easily to
misfortune or change.” Resilience is not a finish
line, rather it is a continuous process that
engages safety, security, human resources,
operations, engineering, supply chain, IT,
risk management, and others. It begins with
identifying assets that are critical to the success
of the organization—people, operations, facilities,
supporting infrastructure and technologies,
machinery and equipment, supply chain,
and more. Resilience should also encompass
reputation and relationships with stakeholders.
Resilience is a continuous process to gain
and maintain a current understanding of:

Since the risk environment is not static,
continuous gathering of information and the
development of actionable intelligence about
credible threats, foreseeable hazards, and
potential impacts to critical assets is essential.
THIRA (threat and hazard identification and
risk assessment) and BIA (business impact
analysis) are the processes that engage internal
and external experts to identify hazards, their
probabilities of occurrence, and assets at risk;
to evaluate the adequacy of prevention and
mitigation capabilities; and to develop strategies
for risk management.
Strategies for loss prevention, deterrence,
and hazard mitigation should begin even before
a building is built. By selecting a geographic site
that has limited exposure to natural hazards
and crime and one with reliable infrastructure
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and public safety services, the need and costs for
building design, construction, redundant utilities,
and on-site response capabilities may be reduced.
Design and construction that is compliant with
building codes and standards and industry best
practices also can enhance resiliency. Periodic
inspection, testing, and maintenance of protection
systems and equipment are essential to ensure
reliability.
Ongoing programs to manage risk are
essential. Internal professionals including human
resources manage employee risks through preemployment screening, onboarding processes,
threat assessment, critical employee backups,
training, employee communications, and wellness
programs.
Environmental, health and safety (EH&S)
professionals partnering with human resources,
operations, engineering, and others play an
instrumental role with job hazard analysis,
process safety, fire prevention, accident
prevention, and environmental protection.

Security professionals and facilities
management staff implement CPTED (crime
prevention through environmental design)
practices, surveillance and detection technologies,
and operational security practices to deter, detect,
and respond to potential threats. Communication
and coordination with law enforcement is needed
to promptly learn about developing threats and to
increase security commensurate with the threat
level.
EH&S professionals along with security,
facilities, human resources and other staff
must work together to develop and implement
emergency response capabilities to safeguard
employees, protect facilities, and prevent
environmental contamination from the threats
and hazard identified during the risk assessment.
Information Technology must manage
the technology environment balancing access,
efficiency, reliability, information security, and
costs. Connectivity between internet service
providers, worksites, networks, servers, and users
must be reliable and have sufficient bandwidth
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to meet business needs. Digital information must
be protected and promptly recoverable along
with user applications to minimize production
and service delays and unacceptable customer
impacts. Information security laws require
compliance. Conformity to standards and best
practices for the protection of data centers and
supporting infrastructure reduces exposure to
loss and interruption. IT disaster recovery plans
must be developed and tested to validate the
ability to meet recovery time objectives.
Production managers and engineers
must identify vulnerabilities in production
methods, machinery and equipment, supporting
infrastructure and technologies and develop
strategies to overcome loss scenarios. Supply
chain managers must continually assess the
ability of suppliers to meet demand and logistics
capabilities to deliver supplies where and
when needed. Strategies for loss or damage to
equipment, unavailability of essential personnel,
and supply chain interruption must be developed.
Operations personnel working together
with managers, supervisors, and others within
the organization that possess the institutional
knowledge of operations and resources must work
together to complete the business impact analysis
and develop business continuity strategies and
documented plans for use when critical processes
are interrupted or required resources are
unavailable.
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Role of Leadership

Resilience is elusive because of the broad
spectrum of hazard, operational, financial, and
strategic risks. It can be fleeting because of
the short duration of institutional memory and
human nature that “it can’t happen to us” or “it
will never happen again.” A concerted, ongoing
effort is required to understand and manage risk.
Ultimately, senior management must embrace
resilience as a core value of the organization
and strive to embed risk management within its
culture.
Reaching a threshold of “resilience” means
that the organization has a clear understanding
of risk and has implemented controls to manage
operational, financial, and reputational risk
to an acceptable level. Compliance with laws
and regulations is the minimum. Meeting
customer requirements is essential. Protecting
the business, its employees and facilities by
implementing and maintaining a mature
preparedness program is no longer a luxury.
There is no finish line.

Preparedness, LLC is a client-focused risk consulting
company. Our mission is to safeguard people,
protect property, minimize business interruption,
and protect an entity’s image and reputation. Our
vision is to thoroughly understand each client’s
business and become a long-term, trusted advisor.

PREPAREDNESS, LLC

If you have questions, or need assistance with the
development, implementation, or evaluation of your
preparedness program, please contact us.

https://preparednessllc.com
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